CENTER FOR HEALTH INFORMATION AND ANALYSIS

MA APCD
SUBMISSIONS

FILE SECURE 7.3.4

UPLOAD INSTRUCTIONS
DOCUMENT VERSION 7.3.4

February 2026




Contents

INEOQUCTION ...ttt b e bbbt h e s bt s bt et bt b e st et e e e a e e bt e b st e b et e st ebeebe e 2

SOMWAIE PIEIEQUISIEES .....vecveeeveeeitieteetesie st eteste et e e et e s te et eaestesaeesbestesteessessesseessessesbeessensesteesaensensesseessansesseenes 2

INSEAIING ThE SFTP ClIENE ...ttt sttt sttt sttt ettt e sbe b e s e st esestesae e eneeseenestenseneenessensenes 4

Installing the File Secure Application EXECULADIE Fill ...........c.ooveeeieiieiecese et 8

DesSignate DEfAUIt FOIAEY ...........coeveieieeieee ettt te sttt e st e e besteesaensessesssessessesseensensesseennens 10

ENCIYDE FHIB(S) vevveeeeeete ettt ettt ettt et e sttt ete st e e s be e s e e st e s testeessasbesseesaensessesssansessesseensessensennsans 12

Uploading the Encrypted Submission File from SFTP..........cccioeeveieieeeese ettt ste st ae e ste e sreeanenes 20

How to Retrieve REpOrtS from File SECUIE............ceeveeeeieeeieeieeee sttt sttt nessennan 22

DATE VERSION NO. WRITER NOTES

3 October 2016 1.01 CHIA Initial release

02 February 2017 2.0 CHIA Updated release

16 February 2017 3.00 CHIA Updated release with feedback

30 March 2017 4.00 CHIA Update with CHIA File Secure Install
instructions

17 May 2017 5.00 CHIA Update with New Upload Instructions

31 August 2017 6.00 CHIA Updates to FileSecure workflow

05 September 2019 7.0 CHIA Updated release

14 November 2025 7.1 CHIA Updated release

20 February 2026 7.34 CHIA Updated release

February 2026 Page 1



This document outlines the procedure for uploading APCD submission data to CHIA. The procedure essentially
consists of two steps:

1. Use the File Secure executable provided by CHIA to encrypt the submission file prior to transmission.
2. Use an SFTP client of your choice to transfer the CHIA submission file from your PC to CHIA’s submission
SFTP site at connect.chia.state.ma.us

The following software is required. Please make sure to have all the listed software available for installation before
continuing.

1. A SFTP client of your choice. CHIA has verified that the following SFTP clients will reliably work with this
process:

Filezilla — available at https://filezilla-project.org/ Cost: FREE

WinSCP — available at https://winscp.net/eng/download.php Cost : FREE

PuTTY/pSFTP - available at http://www.chiark.qreenend.org.uk/~sgtatham/putty/download.html Cost:
FREE

m  NOTE: The File Secure application has been tested and certified to work with the above SFTP
programs. There is no guarantee that File Secure will work with any other SFTP program (home
grown or otherwise). Please consult with your local IT Security organization for further

uidance.

2. A CHIA supplied username and password for the connect.chia.state.ma.us SFTP site.
3. CHIA provided File Secure Application executable zip file to encrypt the submission file prior to submission
to CHIA.

IMPORTANT NOTE ABOUT THE FREE SFTP CLIENTS:

Please make sure to download the free clients ONLY FROM THE LINKS PROVIDED ABOVE. These links are the
official repositories for the software and are provided by the authors of the software. These utilities can also be found
on numerous other 3 party download sites where they may include additional unwanted adware or potential
malware, such as viruses/Trojans. Only use the links provided in this document and make sure to obtain the
latest version of this document from CHIA at: https.//chiamass.gov/apcd-data-submission-quides
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CHIA SUPPORT:

If you have any questions or technical issues, please contact your CHIA liaison, or the Center for Health Information
and Analysis' Help Desk.

Email: DL-Data-Submitter-HelpDesk@chiamass.qgov
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The exact steps for installing each SFTP client will vary somewhat but largely consist of running some sort of
setup.exe or setup.msi. The exception is PuTTY’s pSFTP which is distributed as a standalone exe that can be used
as is. Please consult the installation instructions for your selected client.

Step 1. Connecting to connect.chia.state.ma.us via SFTP

The process for connecting and transferring the files will vary by SFTP client used. For purposes of illustration, CHIA
is providing detailed instructions for Filezilla (because it works well and is free), but you are free to use any SFTP
client that you prefer.

Note: If you already have a SFTP client installed, proceed to Step 4 (page 7).

Start the Filezilla client.

~
i 0 )
[ Fiezila BN e Rl Sl —— s Bl
Eile Edit View Transfer 3Server Bookmarks Help
- DEeFevBee BTN
Local site: | Cigpg\chia_submissionst, -
Filename B Filesize Filetype Filename ) Filesize Filetype Last modified
|| sample_submission_file.dat 364820480 DAT File
(2] sample_submission_file.dat.gpg 358,261,475 GPG Encrypted.. Not connected te any server (]
(]
|
4 [0 KN " | »
Server/Local file Direction Remote file Size Priority  Status
Queued files | Failed transfers | Successful transfers
i E# Queue: empty ee |
= 4
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Step 2. Create the SFTP Site Connection for connect.chia.state.ma.us

If this is the first time you're using Filezilla, you must create the SFTP site. Go to File-> Site Manager

[ FileZilla o0 2 ¥ aee —— — .

File ] Edit View Transfer Server Bookmarks Help
Site Manager... Ctrl+5
Copy current connection to Site Manager...
I MNew tab Ctrl+T
Close tab Ctrl+W
|
Export...
Import...
Show files currently being edited... Ctrl+E
II Exit Ctrl+Q
|
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Filesize Filetype

364,820,480 DAT File
358,261,475 GPG Encrypted..
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Step 3.

You will be presented with a screen similar to the following. Enter the data as shown to create the site.

Under the Site details section input the following information:

Host: connect.chia.state.ma.us
Port: 22
Protocol: SFTP — SSH File Transfer Protocol
Logon Type: Ask for password
User: Blank (you will be prompted on connection)
Password: Blank (you will be prompted on connection)
& B
Site Manager ﬁ
Select Entry: -
General |Advanced | Transfer Settings | Charset|
i My Sites :
L connect.chia.state.ma.us Host: connect.chia.state.ma.us Port: 22
Protocol [SFI'P - S5H File Transfer Protocol "]
Legon Type: [Ask for password "]
Usern
Password:
Background color
Comments:
) APCD Subrissions to MA Center for Health Informaticn and -
[ MNew Site l ’ Mew Faolder Analysis
[ Mew Bookmark l ’ Rename
[ Delete l ’ Duplicate =
Connect | [ oK ] [ Cancel
b

Click on ‘OK’ to save your changes.
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Step 4. Connecting to connect.chia.state.ma.us
Click on the Site Manager icon in the toolbar and select the entry for connect.chia.state.ma.us.

File Edit View Transfer Server Bookmarks Help

HZH[eET T ORO L FAaH

connect.chia.state.ma.us I
Local site: | CATEMP\submissions\ v | Rernote site:
Filename “ Filesize Filetype Last modified Filenathe
| sample_submission_file.dat 18 DAT File

You will be prompted with a login box. Please enter the credentials that have been supplied by CHIA:

-
Enter username and password B

Please enter usernarne and password for this server

Mame: connect.chia.state.ma.us

Host:  connect.chia.state.ma.us

Uzer testl

Password: -----------------l

Bernember password until FileZilla is closed

oK | Cancel |
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B CHIA has tested with and recommends using Microsoft Windows 11.
m  Downloading the executable file may require Administrator access to complete the installation. Please check
with your organization’s internal PC or network administrator contacts.

Access CHIA Submissions at: https.//chiasubmissions.chia.state.ma.us/

m  Enter Username and Password and click on ‘Login’ (This is the same Username and Password that you
used to log into SENDSPIus and INET.)

CHIA Application Single Sign On

Simple and secure access for CHIA Applications.

On the Select Application screen, click on the ‘File Secure’ button.

This web application allows
for payers to securely submit
their MA-APCD data in
accordance with regulation
957 CMR 8.00.

LAUNCH
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The following screen will display:

FileSecure APCD 7.3.4

To install the application, just download the EXE file
RO and extract the content to your local folder. Find and
] double click on the Chia.FileSecure.exe file to run
it ess memeemensthe application.

® b

s Click the download button below

_____ N

Find the FileSecure APCD 7.3.4. Application in this
folder below

C:\Program Files (x86)\CHIA FileSecureAPCD 7.3

Click on the ‘Download >>’ button to start the local download of the executable file through the current browser.

Click on the executable file to start the extraction process to the following address:

FileSecure X

The FileSecure Application will be extracted to
C:\Program Files (x86)\CHIA FileSecureAPCD 7.3 folder.

Do you want to continue?

Yes No

Click on ‘Yes’ to extract the files. Click on ‘No’ to cancel this process.

During extraction, a shortcut file will populate in the current user’s desktop.

IMPORTANT NOTE: Each user must sign into CHIASubmissions and download their own version of

FileSecure. Downloading of this system is user driven and will limit privileges based on requested access.

To launch the application, click on either the file named ‘Chia.FileSecure.exe’ in the address ‘C./Program Files
(x86)/CHIA FileSecureAPCD 7.3’ folder, or the shortcut found on the desktop. The following screen will display:
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FileSecure-APCD 7.3.4
Version 7.3.4

IMPORTANT NOTE: Running FileSecure may cause some anti-malware and anti-virus tools to tag the
program as malicious or untrusted. This is caused by the new CHIA-developed tool which can be
unrecognized and untrusted by security tools which also utilizes encryption technology.

Running FileSecure-APCD 7.3.4 may cause some anti-
malware and anti-virus tools to tag the program as
malicious or untrusted. This is caused by the new CHIA-
developed tool which can be unrecognized and
untrusted by security tools which also utilizes
encryption technology.

If a security tool does identify this program as being
untrusted or malicious, depending on the situation,
please do the following:

« Verify that the program is or has been downloaded
from CHIA's designated site

- Whitelist FileSecure-APCD 7.3.4
= Follow up with CHIA with any questions

» Lastly, click through and/or ignore warnings on CHIA's
software

If a security tool does identify this program as being untrusted or malicious, depending on the situation,

please do the following:

The first time you use this application, you will need to designate where encrypted files will be stored on your
computer or internal network. Once a default folder is created, you may change the location as needed.

To designate or change a default folder, click on the CHIA icon in top left corner. Then, click on ‘Settings’.

February 2026

Verify that the program is or has been downloaded from CHIA’s designated site.
Whitelist FileSecure. Please consult your IT Security organization.

Follow up with CHIA with any questions.

Lastly, click through and/or ignore warnings on CHIA’s software.
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A Home

2 Settings

1@ Browse Encrypted Files

or About

3 Exit

Click on the folder icon next to ‘Encrypted Files folder’ to select the default folder location.

Encrypted Files Folder °Encrypted Files Folder

Browse For Folder

Select folder where the decrypted file will be saved.

| _ Desktop

>
>

>
>
>
>

% Home
PR Gallery

@ - Center for Health Information & Ar

@l Desktop
= Documents

' Downloads

0 Music

Make New Folder

OK

Cancel

Select the desired folder location in the dialog window and click on the ‘OK’ button.

Then click on the ‘Save’ button in the top right corner to save your settings.

Bswe
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The following message will display.

Mew settings has been saved.

If you do not wish to save the selected folder, click on the ‘Cancel’ button.

Make New Folder 0K Cancel

The following message will display.

Has been cancelled

Click the CHIA icon in the top left corner and click on ‘Home’ to return to the main window.

# Home

Q@ Settings

B Browse Encrypted Files

o About

¢ 3 Exit

Encrypt File(s)

a) Populate all entries on the left side of screen in Step 1 - File Attributes (see screen below). You must provide
Filing Type, Month/Year, and Payer before you may attach a file for encryption.

b) Test data must be identified. If you are submitting a test file, check the ‘Test File’ box on the right side of the
page. Checking this box will alert CHIA that the file being encrypted should be treated as testing data.

¢) Important information when creating a file:

i.  Save yourfile as a text(.txt) file.
ii. — Use the following naming convention when saving your file:
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OrgID_FilingTypelD_YYYY_MM.txt
iii. — Ifyour file includes test date, use the following naming convention:

OrgID_FilingTypelD_YYYY_MM_TEST txt
iv.  Populate FilingTypelD as follows:

e Populate with ‘105’ if filing type = MC (Medical Claims)

Populate with 106’ if filing type = PC (Pharmacy Claims)
Populate with ‘107’ if filing type = DC (Dental Claims)
Populate with ‘108’ if filing type = ME (Member Eligibility)
Populate with ‘109’ if filing type = PV (Provider)
Populate with ‘110’ if filing type = PR (Product)
Populate with ‘146’ if filing type = BP (Benefit Plan Control)
Populate with ‘162’ if filing type = MS (Member Simplified)

Example: 99999 _162_2026_01.txt

Step 1 - File Attribute

R - O

. O Test File
Monthvesr r:
- Click tie Encrypt File fo save this file atiribute. Your entry will appear in the Step

Payer Select 2 Review Files Below,

B Encrypt File

Step 2 - Review Files
Status Filing Type Wonth Year FileHamae Payer File Type

To start, click on the Filing Type dropdown, select the appropriate filing type. The following list is provided for
illustration purposes only.
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Step 1 - File Attribute

Filing Type Select Filing Type

Month/Yes
Y APCD Medical Claim

Paye APCD Pharmacy Claim
APCD Member Eligibility
APCD Provider

Step 2 - Revit  APCD Product

Shatie Eiln

Click on Month/Year to identify the month and year of the submission.

Note: You may select the current year as well as any of the three previous calendar years. Do not select a future
date.

Step 1 - File Attribute

Filing Type APCD Member Simplified

Step 2 - Review F
Status Filing 13{

Jan Feb Mar Apr

May Jun Jul Aug
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Click on the associated Payer for the file to be encrypted.

CHIA.
itep 1 - File Attribute

Filing Type APCD Member Simplified

Month/Year 10/2025 =
Paye Select Payer

99999 CHIA Test

Click on blue icon next to ‘Select File’ to open File Explorer. Choose the file to be encrypted and click on the ‘Open’

button.

Note: If you did not designate a default folder, you must do so before you may continue. Refer to the ‘Designate

Default Folder’ section (page 10) for instructions.

Step 1 - File Attribute

Filing Type APCD Member Simplified - o e

Month/Year 1072025 m

Payer ‘99999 CHIA Test -

4 + Dusktop » Test File

5 Omganize = New folder

Folder 1

Screenshots 59999 162_1025_10
Folder 2 9999 _162_1025_10_TEST

W Desktop I

[ Test File

Click the Encrypt File to save this file attribute. Youwr entry will appear in the Step
2 Review Files below,

]
-
©

Fille nusmae:

February 2026
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The file name will appear in the ‘Select File’ field, as shown below.

Step 1 - File Attribute

Filing Type APCD Member Simplified — o99999_162_1025_10_TEST.|;<|
10/2025 o) [0 Test File
Month/Ye
e Click the Encrypt File to save this file attribute. Your entry will appear in the Step

Payer 99999 CHIA Test 2 Review Files below.

B Encrypt File

Step 2 - Review Files
Status Filing Type Month Year FileName Payer File Type

Under the ‘Select File’ field, the Test parameter can be found. Check the ‘Test File’ box if you intend for the file to be
uploaded to CHIA’s Test database. If unchecked, the submitted file will be uploaded to CHIA’s Production database
and will be processed as a valid submission for the filing period.

o Select File

TestFile

Click the Encrypt File to save this file attribute. Your entry will appear in the Step 2
Review Files below.

Click on the ‘Encrypt File’ button to start the encryption process. The status of the process will display at the bottom
of the window.

Encryption in progress...

When the file has been successfully encrypted, the following message will display:

The file has been encrypted successfully.
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Files that have been successfully encrypted will display in Step 2 — Review Files, as shown below.

Step 1 - File Attribute

Filing Type APCD Member Simplified

= o Select File

Month/Year 10/2025 o]

Payer 99999 CHIA Test

Test File

Click the Encrypt File to save this file attribute. Your entry will appear in the Step

2 Review Files below.

Step 2 - Review Files
Status Filing Type Month

Encrypted ~ APCD Member Simplified ~ October

February 2026

Year

2025

FileName Payer

99999_162_1025_10_TEST.txt CHIA Test

File Type

text/plain B Decrypt
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Encrypted files (*.enc) will populate in the defaulted folder, as shown below. The list of encrypted files can be found
by clicking on the CHIA icon and clicking on ‘Browse Encrypted Files’.

# Home

@ Settings !

i® Browse Encrypted Files

or About

@ Exit

FileName

99999_162_2025_10_10282025024535_7_TEST.enc
99999_162_2025_10_10282025031856_7_PROD.enc
99999_162_2025_10_10302025120038_7_PROD.enc

99999_162_2025_10_10312025111432_7_PROD.enc

Creation Date

10/28/2025 12:00:00 AM

10/28/2025 12:00:00 AM

10/30/2025 12:00:00 AM

10/31/2025 12:00:00 AM

File Size in Byte(s)

1416

1416

1416

1416

You may decrypt any encrypted file by clicking on the ‘Decrypt’ button. Once you click on the button, you will be
prompted to create a location for the selected file.

Step 1 - File Attribute

Filing Type

Month/Year =)

Payer

Step 2 - Review Files

February 2026

| status Filing Type Month

Year

O Test File

Click the Encrypt File to save this file attribute. Your entry will appear in the Step

2 Review Files below.,

Select folder where the decrypted file will be saved.

€ Home
PR Gallery

“ Center for Health Information & Ar

B Desktop
8 Documents
L Downloads

& Music

Make New Folder

ve the decrypted file

. | B encoptrile

[5

[
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Click on the ‘OK’ button once the location is selected. The status of the process will display at the bottom of the
window.

Decrypting in progress...

When the file has been successfully decrypted, the following message will display:

The file has been decrypted successfully.

If you do not wish to decrypt the file, click on the ‘Cancel’ button.

Make New Folder OK Cancel

The following message will display.

Has been cancelled.

You may also decrypt files by clicking on the CHIA icon in the top left corner. Click on the ‘Decrypt’ button that is
displayed in ‘Step 2 - Review Files.” Follow the file decryption steps outlined above.
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Uploading the Encrypted Submission File from SFTP

After installing the SFTP client from Step 4 (page 7) AND after installing the File Secure application executable (page
8), you are ready to upload the encrypted CHIA submission file. You will log into the Connect.Chia.State.MA.US site.
Upon successful login to the site, you will see a screen similar to the following. There will be a single folder that

corresponds to your Org ID.

Local Mark Files Commands Session Options Remote Help
BB &= 63 Synchronize B P [ & [5) Queve - Transfer Settings Default - i@~
=] .chia:statema.us | @ Newsession| o N o
Em - S0 - RRQ L % [N/ <ot B e - G D 2 [ FindFiles | T
(i Upload - [ Edt - X 1 *IE> 1@ t - ¥ ofi G Properties | & (& IEH
7/

Name Sze Type Ch | Name ¥ Size Changed Rights Owmer
& Parent directory .

559999 reports 11/6/2025 2:15 PM

88 9999 submissions 11/6/2025 2:15 PM
<[ " >

0Bof0BinOof 1 0Bof0Bin0of2
@ SFTP-6 00214

Note that the Org ID of 99999 is used for illustration purposes only.
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You must select the Org ID folder before attempting to upload files.

For illustration purposes, we will use the 99999 directory. Progress of the file transfer and remaining estimated time
of transfer will be shown in the status window as illustrated below:

f‘t Edit View Transfer Server

.'--@GQ % «‘EQ(’Q

]
Local site: | C:ATEMP\submissions\ v | Remote site: | v
Filename ~ Filesize Filetype Last modified Filenafhe Filesize Filetype Last modified  Permissions  Owner/Gro...
. s -
__ sample_submission_file_3999.enc 2k8 ENC File 11/6/2025 2:14 PM

Empty directory listing

Selected 1 file. Total size: 51,848 bytes *|empty directory.
Server/Local file Direction Remote file Size Priority  Status
CATEW\submissions\sa. =>> . [eample_submission fil.. 51,848 Normal Transferring

00:00:05 elapsed  00:00:03 teft [N |

Queued files (1) | Failed transfers | Successful transfers |

Once the file has been successfully transferred, you will see a screen similar to the following:

Elle Edit View Transfer Server

‘.""@09’0’: v 'EQOQ

Local site: | CATEMP\submissions\ v | Remote site: | /10953 v
Filename = Filesize  Filetype Last modified Filename = Filesize _ Filetype | Last modified Permiss... Owner/Gro..
k. d.

| _umpk_subnmim_ﬁk_m.en( 2KB  ENCFile 11/6/2025 214 PM

1file. Total size: 51,848 bytes
Server/Local file Direction Remote file Size Priority  Status

| Queuedfiles | Failedtransfers | Successful transfers (1) |

@ Queve empty e

You may now safely disconnect from the site by either closing the SFTP application or manually disconnecting by

going to Server->Disconnect. If you do not manually disconnect, you will be forcefully disconnected by the server
after 5 minutes of inactivity has passed.
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How to Retrieve Reports from File Secure

For each submission, each attempt per file, a report will be generated and placed into the ‘Report’ folder, found using

the sFTP application.

Local Mark Files Commands Session Options Remote Help

B & 3 Synchvonze B P B @ ([ Queve - Transfes Settings Default &
& chia.state.ma.us. @ New Session |
Em-@Em@ - MR |% U B ie-»- D 2 [ FindFles | T
i Upload ~ (1" Ede - X o 10 i x AT RICEER.
’
Name Sae Type Ch | Name i Sae Changed Rights Owner
= Parent directory &
7 9998 repons

T 9999_submissions

<| -

>
 0Bof0BmDof1 ~ 0BofOBinOof2

SFTP-6 ) 00214

®

This report, which is in PDF format, will act as the receipt of the file submitted. The naming convention for the file is
reflected by the file type that was submitted:

‘OrglD_File Type_Submission Identifier_Submission Year_Submission Month’

Local Mark Files Commands Session Options Remote Melp
HEFonchvonze P BH @ P Queve - Transfer Settings Defoult - -
- & New Session |
Em-20 - MR % /<o M e - DL QA Fmdfies %
i Uplosd ~ [ Eor - X o @™ - X M-8

7
Name Sze Type Ch | Name > Sce Changed Rights Owner
- Parent duwectory &~

) 9999 162 2025_10.pdf 1KB  11/6/2025 2:14 PM

9999162 2025_11.pdf 1KB  11/7/2025 1:43 PM
<] -

0Bof0BinOof 1 0Bof0BinOof2
S e D 00214

This report will include a summary and list of any errors that were identified during the submission process. When a
file fails or is dropped, due to an error or issue during submission, a liasion will reach out to assist in correcting the

issue for a re-file.
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For more information, please contact:

CENTER FOR HEALTH INFORMATION AND ANALYSIS

501 Boylston Street www.chiamass.gov
Boston, MA 02116 @Mass_CHIA

(617) 701-8100
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