DATA USE AGREEMENT/LEVEL 1
Non-Governmental Data Recipients

AGREEMENT FOR USE OF LEVEL 1 CHIA DATA

In order to ensure that the disclosure and use of de-identified data derived from the Center for Health
Information and Analysis (CHIA) databases complies with M.G.L. c. 12C, 957 CMR 5, and applicable data
privacy and security requirements, this Agreement is made between CHIA and

, hereinafter termed “Recipient”

(Organization)

CHIA agrees to provide the Recipient with the Case Mix data identified in this Agreement. In
exchange, the Recipient agrees to pay any applicable fees.

The parties mutually agree that CHIA retains all ownership rights to the data referred to in this
Agreement, and that the Recipient does not obtain any right, title, or interest in any of the data
furnished by CHIA. The parties further agree that CHIA makes no representation or warranty,
either implied or express, with respect to the accuracy of any data.

The Recipient represents that the data described in section 4 will be used solely for the purposes
described in the Recipient’s approved Data Request form, as approved by CHIA’s Executive
Director; dated ,and attached hereto as Exhibit A.

The CHIA data subject to.this Agreement are specified in the approved Data Request Form
(Exhibit A)'and any amendments hereafter approved in connection with this request.

The Recipient shall not attempt to identify or re-identify any specific individual whose record is
included in the data specified in section 5. Absent written authorization from CHIA, the
Recipient shall not attempt to link data specified in section 5 to any other information. A
protocol that includes the linkage of specific files that has been approved in accordance with
section 4 constitutes express authorization from CHIA to link files as described in the protocol.

The parties mutually agree that the aforesaid data and/or any derivative data, including those
data that indirectly identify individuals and those that can be used in concert with other
information to identify individuals may be retained by the Recipient until ,

hereinafter known as the “Retention Date.” The Recipient agrees to notify CHIA within 30 days
of the completion of the purpose specified in section 4 if the purpose is completed before the
Retention Date. Upon such notice or Retention Date, whichever occurs sooner, the Recipient
must destroy such data unless the Recipient receives written authorization from CHIA’s Chief
Privacy Officer, General Counsel or Deputy General Counsel that it may continue to hold the
data. The Recipient agrees to destroy and send written certification of the destruction of the
data to CHIA within 30 days of such notice or Retention Date, using the “Certificate of Project
Completion and Data Destruction” form, attached hereto as Exhibit B. The Recipient agrees not
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to retain CHIA data, or any parts thereof, after the aforementioned data are destroyed.

The Recipient shall ensure that all individuals, including employees, agents, or contractors, who
will use or access CHIA data covered by this Agreement sign CHIA’s Confidentiality Agreement,
attached hereto as Exhibit C. The Recipient shall keep such Confidentiality Agreements and an
access log on file and shall make such Agreements and access log available to CHIA annually and
anytime upon request by CHIA. The access log shall contain a list of names of all individuals who
use and/or access CHIA data, including the date such individuals signed a Confidentiality
Agreement and when access to and/or use of CHIA data was granted and, if applicable,
terminated. The recipient acknowledges its affirmative obligation to destroy the data by the
Retention Date and that such obligation is not contingent upon action by CHIA.

The Recipient shall not use, disclose, market, release, show, sell, rent, lease, loan, or otherwise
grant access to the data specified in section 5 of this Agreement, except as expressly permitted
by this Agreement or otherwise required by law. The Recipient may not disclose the data
specified in section 5 of this Agreement to a Secondary Recipient until and unless the Secondary
Recipient enters into a Data Use Agreement with CHIA. CHIA will only enter into a Data Use
Agreement with a Secondary Recipient if the purpose for which the secondary use of the data is
consistent with the purpose specified in section 4 of this Agreement.

The Recipient agrees to establish.appropriate’administrative, technical, and physical safeguards
to protect the confidentiality of the data and to prevent unauthorized use or access to it. The
safeguards shall provide a level and scope‘of security that is not less than the level and scope of
security established by the Office of Management and Budget (OMB) in OMB Circular No. A—
130, Appendix Ill—Security of Federal Automated Information Systems
(http://www.whitehouse.gov/omb/circulars/a130/a130.html), which sets forth guidelines for
security plans for automated information systems in Federal agencies. The Recipient further
agrees that the data must not be physically moved or electronically transmitted in any way from
the site indicated in section 15 without prior written approval from CHIA.

The Recipient shall promptly report to CHIA any use or disclosure of the information not
permitted by this Data Use Agreement of which it becomes aware. CHIA in its sole discretion
may require the Recipient to: (a) promptly investigate and respond to CHIA concerns regarding
any alleged use or disclosure; (b) promptly resolve any problems identified by the investigation;
(c) submit a corrective action plan with steps designed to prevent any future unauthorized
disclosures; and/or (d) require that all data and any derivatives or parts thereof be immediately
returned or destroyed.

The Recipient acknowledges that any violation of this agreement may subject the recipient to
liability or penalties under state and federal law, including but not limited to M.G.L. c. 214 § 1B
and M.G.L. c. 93A, as well as any other remedies available at law. Additionally, at CHIA's
discretion, CHIA may require the Recipient to return all data in the event of any violation.
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The Recipient agrees that any use of CHIA data covered by this Agreement in the creation of any
document (manuscript, table, chart, study, report, etc.) that is shared with anyone who is not an
authorized user of the data must adhere to CHIA’ current cell size suppression policy. This policy
stipulates that no cell (e.g., admittances, discharges, patients, services) less than 11 may be
displayed. Also, no use of percentages or other mathematical formulas may be used if they
result in the display of a cell less than 11. By signing this Agreement you hereby agree to abide
by these rules and, therefore, will not be required to submit any written documents for CHIA
review. If you are unsure if you meet the above criteria, you may submit your written products
for CHIA review. CHIA agrees to make a determination about approval and to notify the
Recipient within 4 to 6 weeks after receipt of findings. CHIA may withhold approval for
publication only if it determines that the format in which data are presented may result in
identification of individuals. The Recipient agrees to cite the Center for Health Information and
Analysis as the source of the data in any studies, reports or products in which CHIA data are
used.

By signing this Agreement, the Recipient agrees to abide by all provisions set out in this
Agreement for protection of the data specified in section 4, and acknowledges having received
notice of potential penalties for violation of the terms of the Agreement.

The undersigned individual hereby attests that he or she is authorized to enter into this
Agreement on behalf of the Recipient and agrees to all the terms specified herein.

The undersigned individual hereby attests that he or she is authorized to enter into this
Agreement on behalf of the Recipient and agrees to all the terms specified herein.

Name and Title of Recipient’s Authorized Agent

Company/Organization

Street Address:
City:

State:

Zip Code:
Telephone:
E-Mail:
Signature:

Date:
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15. The parties mutually agree that the following named individual is designated as Custodian of the

16.

data on behalf of the Recipient and the Custodian shall oversee and comply with all conditions
of use, as well as the establishment and maintenance of security arrangements as specified in
this Agreement to prevent unauthorized use. The Recipient agrees to notify CHIA within fifteen
(15) days of any change of custodianship. The parties mutually agree that CHIA may disapprove
the appointment of a custodian or may require the appointment of a new custodian at any time.

Name and Title of Recipient’s Data Custodian

Company/Organization

Street Address (where CHIA data will be stored):
City:

State:

Zip Code:

Telephone:

E-Mail:

Signature:

Date:

The parties mutually agree that the following named individual will be designated as point-of-
contact for the Agreement on behalf of CHIA.

On behalf of CHIA, the undersigned representative of CHIA’s Legal Department (Chief Privacy
Officer, General Counsel, or Deputy General Counsel) hereby attests that he or she is authorized
to enter into this Agreement and agrees to all the terms specified herein.

Name of CHIA Representative:
Title:

501 Boylston Street, 5" Floor
Boston, MA 02116

E-mail:

Office Phone:

Signature:

Date:
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EXHIBIT B
CERTIFICATION OF PROJECT COMPLETION & DATA DESTRUCTION

NOTE: CHIA Data must be destroyed so that it cannot be recovered from the electronic storage media.
Acceptable methods include the use of file wiping software implementing at a minimum DoD.5200.28-
STD (7) disk wiping, and the degaussing of backup tapes. Electronic storage media such as floppy disks,
CDs, and DVDs used to store data must be made unusable by physical destruction. All data destruction
must comply with the requirements of M.G.L. c. 93I.

The undersigned hereby certifies that the project described in this Application is complete as of this
date:

The undersigned further certifies as follows (check the appropriate section):

O 1/we certify that we have destroyed all data received from CHIA in connection with this project, in
all media that was used during the project. This includes, but is not limited to, data maintained on hard
drives and other storage media.

O | I/we certify that I/we will continue to hold data pending any request for an extended retention date
(which request may or may not be granted by CHIA in its discretion.)

SIGNATURES:
Authorized Agent :
Date:
Organization:
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EXHIBIT C
CONFIDENTIALITY AGREEMENT

l, , hereby acknowledge that, in connection with a
request for All-Payer Claims Database data and/or Hospital Discharge Database data under an
agreement (the “Agreement”) with CHIA, | may acquire or have access to confidential information or
individually identifiable information of patients. This information includes, but is not limited to, patient
level protected health information (PHI - eligibility, claims, providers), health insurance coverage
information, financial institution match information, as well as “personal data” as defined in G.L. c. 66A
(collectively, the “Information”).

| will comply with all of the terms of the Agreement with CHIA regarding the access, use, and disclosure
of any Information provided by CHIA.

I will at all times maintain the confidentiality of the Information. | will not inspect or “browse” the
Information for any purpose not outlined in the Agreement. | will not access, or attempt to access, my
own Information for any purpose. | will not access, or attempt to access, Information relating to any
individual or entity with which | have a personal or financial relationship, for any reason. This includes
family members, neighbors, relatives, friends, ex-spouses, their employers, or anyone not necessary for
the work assigned. | will not, either directly or indirectly, disclose or otherwise make the Information
available to any unauthorized person at any time.

| understand that any violations of this Agreement, M.G.L. c. 93H (regarding data breaches), M.G.L.

c. 931 (regarding data destruction), and other laws protecting privacy and data security may subject me
to criminal or civil liability. | further understand that CHIA will notify state and federal law enforcement
officials, as applicable, of any data breaches in connection with any violation of this Agreement.

Signed:

Signature Date
Print Name:
Title:
Organization:
Address:
Telephone: E-Mail:




